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April 1, 2013 

 

Dear Congressman Ruppersberger and Congressman Rogers: 

 

I am writing to relay a number of concerns that Freedom House has about the 

Cyber Intelligence Sharing and Protection Act (CISPA), H.R. 624. As you may 

know, Freedom House is a strong proponent of internet freedom and security and 

while we agree that there is urgent need to address emerging cyber security 

threats, we are concerned that the bill’s language as currently written is too 

vague and lacks proper safeguards for privacy.  Any effort to enhance Internet 

security should not sacrifice user privacy and should avoid broad language that 

might ensnare law-abiding citizens. 

 

Freedom House urges lawmakers to opt for measures that are more targeted to 

lessen potential for abuse and infringement upon privacy. While we appreciate 

that you and your colleagues made changes to the bill in response to widespread 

concerns about its original content, we feel that the current language does not go 

far enough to protect user privacy and incorporate more narrow definitions that 

prevent errant application of the bill’s provisions.  

 

For example: 

 

 In CISPA’s current form, data shared with the government could include 

personally identifiable information (PII), such as an individual’s name, IP 

address, and other digital identity data, creating loopholes in existing US 

laws about sharing user information. An opt-in provision in the current 

draft makes anonymization of data contingent upon the request of the 

company sharing the information. Amending CISPA to require 

companies and the government to strip all shared data of PII would go a 

long way to uphold US privacy laws without impeding the effectiveness 

of CISPA. 

 

 Should a government agency determine that data is in fact not “cyber 

threat information,” CISPA would require the agency to notify the entity 

or provider sharing the information; however, there is no requirement to 

notify the user. CISPA in fact exempts companies who share data from 

any criminal and civil liability for doing so, and the only action users can 

take if they are “adversely affected” by a violation of the data-sharing 

procedures outlined in CISPA is to bring suit against the federal 

government. However, since there is no provision in CISPA requiring the 

user to be notified if such a violation occurs, it is unclear how users 

would know when they have grounds to sue. 
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 CISPA is overly vague and broad, contradicting the US legal tradition of enacting 

targeted, specific laws. For example, the bill does not clearly define terms such as 

“system” or “network,” meaning that small infractions, such as using an unprotected Wi-

Fi network, could be grounds for an entity to hand over to the government whatever user 

data it has.  This ambiguity dilutes the bill’s effectiveness and precision and heightens the 

potential for abuse.  Furthermore, “decisions made” by companies based on “cyber threat 

information,” are not clearly defined in CISPA, opening the door for companies to “hack 

back” against users deemed to be “cyber threats,” with no accountability for mistakenly 

targeting an innocent user’s computer that has been compromised by malware or that 

happens to share the same IP address as a computer suspected of posing a threat.  

 

President Obama’s Executive Order “Improving Critical Infrastructure Cybersecurity,” signed on 

February 12, 2013, addresses some of the issues tackled by CISPA, while better incorporating 

privacy and civil liberties protections. Since the order only covers “cybersecurity information 

sharing” from government agencies to other entities, CISPA would fill a need to address the flow 

of information in the opposite direction as well.  However, any attempt to complement the 

executive order must also follow the same principle of protecting digital security without 

sacrificing civil liberties. 
 

Without more narrowly defined parameters and better adherence to existing US privacy laws, we 

fear that CISPA could inadvertently have a negative impact on US citizens and netizens around 

the world. The US has a responsibility to lead by example in promoting and protecting digital 

rights. 

 

Freedom House has a knowledgeable staff of in-house experts on cyber security and internet 

freedom and we like to meet with you or your staff to discuss our concerns in more detail.  We 

would also be happy to offer specific language changes should you be interested.   

 

Regards,  

 

David J. Kramer 

President 

 


